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Information Security Training Manual
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You must complete all steps A to F in order to use Nagoya University’s Wireless Network (NUWNET), TOKAI
Academic Combination Tools(TACT), the NUPACE Online Course Manager (OCM), Teams and other Nagoya
University on-line platforms.
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- The below P2P file-sharing software usage is NOT allowed.
Winny, WinMX, Share, Gnutella (Cabos, LimeWire, Shareaza %) ), Xunlei, BitTorrent

There have been copyright infringements carried out using P2P file-sharing software in Nagoya
University’s network (e.g. downloading/watching movies or series). Notification infringements are
sent to this University from the Copy Rights Management Companies and strict measures will be
requested by them, therefore, do not use the above software.
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Information Security Training for New Students

MAERBRLx2) T4 HHE

In the New Student Information security training, you will learn how to handle Nagoya University's
information equipment, software, and how to manage your passwords.

You are required to complete this training course in order to use Nagoya University’s Wireless
Network ‘NUWNET".

https://ist.nagoya-u.ac.jp/portal
* OO
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(D Access the following link: https://ist.nagoya-
u.ac.ip/

(@ The page shown on the right will appear.

(3 Type your Nagoya Univ ID and
click the “1 24 >" (login) button.

L 4% 2% 2%

D KDY 72T I7H2ALTLIEE LN
https://ist.nagoya-u.ac.jp/

@ BEDT 4 EUNRRINET,

® HHEXFIDEZAANL 074 ] %20 vy
L X7,

Type your Nagoya University ID here

@ Information Security Training: G- X 4

& C @& istnagoya-u.acjp/portal
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Information Security Training for New Students

o AERAYTOSNERY—EREAMTRICT IR
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SBBFIEPOF  FAZE (Japanese) / BIAH(English)

e dnk

FFELE - FREATRE - FFEEATRE - FEAE - FRERSEIHSTT.

ISiALEHTT I UTFHE| FRBIEC b, FREHET—ER BEE, 2EEAFR-SIL, EEATFEELATL, 2%
—JL, EEELAN(MUWNET), NUCT (Nagoya University Collaboration and Course Tools) &) OFIRLEIRECRNET.

When you pass on Information Security Tr ing , camp information service becomes available,
New students must take the information s nty gf r New Students.

Instructions English version

ICTS, Magaya University
Powered by Sakai

Copyright 2003-2011 The Sakai Foundation. All rights ressrved. Portions of Sakai are copyrighted by other parties as described in the Acknawledgments screen
Information Security Training - RELEASE - Sakai 2.8.0 {Kernel 1.2.1)- Server kensyu
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(D Click “z%E Y —JL" (tool settings)to change the
language.

L 402 292 2O
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@ Information Security Training: I X +

& C & istnagoya-u.acjp/portal/site/~ba1757963# i
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Information Security Training for New Students

A IT—IAAN—2R Information Security Training for New Students (Academic ...

FLOOAVE—S

s> | 7o
FALEREEFIVUT FHEZZEULESIRLTIZEW]

RMFMEPOF  EAGEM(Japanese) ~” FZEHA(English)

FFRL - FREATRE - FEPATRE - FRRL - FREERSENESTT.

_BRAEESTF I UT S| aETSobickoT, SREET-EZ BRI, ZEEAEHA-SI, ESAT FEELIATH, 22
A=)l B AN[NUWNET), NUCT (Nagoya University Collaboration and Course Tools) 3%) FIRNEIsEICAEDET.

When you pass on Information Security Training , campus information service becomes available,
Mew students must take the information security training for New Students.

Instructions English version
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Information Security Training for New Students
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@D Click “E3&” (language) to change the T srenaseax
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B Information Security Training: W X +

« - C 8@ ist.nagoya-u.ac.jp/portal/site/~ba1757963/page/b91f3d82-0994-4772-90c7 -afe2feda1953

D Click the “Information Security Training
for New Student (Academic...” tab.

L 4% 2% 20
2 BEY—I

Customize Tabs | Motifications = Time Zone | Language

D MROXXEEZIALELF1UTHHE] &

N Language
7 % 7 U “/ 7 L/ i T;'_ o Please select your language (and country) preference. Your current language preference is: &8 (FAUH
BEE (BE) -

RE (FAUDEERE)
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(D Read the learning material from
“Learning Material List”.

(2 Select “Assurance test”.
3 Click “Assurance test”.

@ Read the notes and click “Begin
Assessment”.

L 4% 2% 20

D 2 proHEMETmAET,

@ g;ﬂgﬂﬁmmé (70T 2 b ZFEIRL

@ &4 kL] OFICHD [HETT 2 ]
oy o LET,
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@ Information Security Training : In= X +

& & & ist.nagoya-u.acjp/portal/site/9322894b-f6b2-47d7-al
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Information Security Training for New Students

plijbea:s N - e ABE e -4  Information Seci
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T 2 FALRIAX

@ Announcements EJ

- Assessments
@

118 Take an Assessment

@ Gradn;. ;E

Instructions(PDF) L) Title =

Gance =) (3)

Submitted Assessments

The assessments listed below are currently a

View All Submissions/Scores |
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|s you score of over 807
TABMIBORULET LD ?

(D Once you have finished answering all the
questions, click “Submit for Grading”.

@ After that, click “Submit for Grading” one S 1 e e S Retake the test.

more time. o . H O —EHERT X M
;/7 “ :\E O e I:l’Ll\
}\UDXT/7L L%‘i—a—o iqc.j_f<7l—:\é\/\o
L 202 202 2§
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AL EIE A < - E 1 Information Security Training for New Studen
@ —:E‘td)ﬁ:ﬁhc\— f=) Z_f: b r%ﬁ/\\\o)f:&bt\—}/—\lzﬁj % — P ——— —
\ 2021 5] aAUF1 nformation Security Trainin
7Yy LET, e
, _ - - s 2 TALRIAZX
@ zo@ICHI—E. [Hanolii] £7 . %Z THRALBHEF 1L UTTE] ICABLELR.
Vw2 LZ —d_o BEFAL 4
#i&% = You have passed this [Information Security Training for New Students].
FHEFIE(PDF) @

---UNLOCKED PERSON --- SECURITY-INSPECTION NOT PASSED!!
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Multi-Factor Authentication / £ E&Z2EF

Nagoya University uses a system that allows students to log in to the NUPACE Online Course Manager (course

registration system), TACT (TOKAI Academic Combination Tools), Campus Protal and many other pla_tform_s/

ISSrViCdeS using tkaeir Tokai Higher Education and Research System (THERS) account or the Nagoya University
and password.

When logging in, a one-time password is generated and notified each time through the authentication application
on your smartphone or PC in advance. Authentication is performed using three items: THERS Account/Nagoya

University ID, password, and one-time password.
This section B explains how to install the multi-factor authentication application.

) 02 20 20

LZEHEXFTIE. NUPACEEBERY X T LX, ZAKR—&IL_ TACT(TOKAI Academic Combination Tools) 7% & d
BRI —EXIC, BBTHhY b, £721E BRIDENRRT—FTRIT Ay TE2EEADDHY £,
> P
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oy
Dt avBTIE, ZBHRBET VDA VR =LA {TWET,



B-1

B. Installing Multi-Factor Authentication App / ZE&%

I
2y

SET7TIVDALA VR =L

@ Download and Install any of the authentication application (setting up one is sufficient)

Google Authenticator (for smartphones)
Microsoft Authenticator (for smartphones)
WinAuth (for Windows)

Step Two (for Mac)

‘Microsoft Authenticator’ is used for the THERS account described in C section, so installing this one may save you time and effort.

*

@ Register the authentication seed following the instructions below

https://icts.nagoya-u.ac.jp/en/services/nuid/CAS/mfa cas seed registration.html

L g% 208 20

OSERDAT7TTVEZAVAF=IV VR =NIZ—EBEDOHT+HTT)
« Google Authenticator (X <4FA)

« Microsoft Authenticator (X~ HH)

« WinAuth (Windows/)

« Step Two (MacH)

X§J§7 > a v TTITHOMET v FERTE TlEMicrosoft AuthenticatorzfIFBT 5D T, INEA VA M—ILT B EFEAEILS

@ B — FDEHFEEITH

https://icts.nagoya-u.ac.jp/ja/services/nuid/CAS/mfa cas seed registration.html
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@ Testing the Multi-Factor Authentication CAS (Optional)

Once you have installed the authentication application and registered the authentication seed
check to see if you can correctly use the Multi-factor Authentication CAS.

- Please refer to this page to carry out a trial run of the Multi-Factor Authentication.
https://icts.nagoya-u.ac.ip/en/services/nuid/CAS/mfa cas authentication test.html

- If the message“SP AL, &;c?%nmECAS%lJﬂﬂOK’CT (Authentication succeeded. The multi-factor
authentma’uon CAS is avallable) is displayed, the multi-factor authentication CAS is valid.

S SO
QL ERDTIAMATAF BEICKHLT)

uLl:nEJ TIVDA YA E—ILERRIY — FDEFHAT T Lo, ELLKERRBANTIHATE 20 HER
X Do

I DR=VSEIIL T, BERBIADHATRA FZ21T7-oTLIZE W,
https://icts.nagoya—u.acJp/Ja/serwces/nwd/CAS/mfa cas authentication test.html
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C C. Changing Pre-issued NU ID Password / & KID/XX7— FDZEE

Access:
https://directory.nagoya-u.ac.jp/chpasswd/

Type the provided password in “old* .

@ ® ©

_Ty“pe neV\{,passvvord in “new” and :
in “retype” . ZEEAXF I D)\ RD—REHE
@ Click Change password.

L 202 20X 26T 20% 20% 29% 2% 20T SoX SeX SeT 2e¥ I9¥ 29% 2% 202 2% o2 4 &3 ZF tyourname) A,
@D https://directory.nagoya-u.ac.jp/chpasswd/ | JIAD— RRAYF, IWF, 9F, BSOSE3MEL L EERL. SXFU ESOXFUTTHELTTFEL),
T XLTCLFEXI N L. AIN2A— REZA—AUIEZFE R A
- ° Must contain 8 to 50 characters, including one capital letter & small letter & number / symbol.
@ EEEO) N X 7 — I\ % )\j] L/ i ’é— However, you can not use double quotes and spaces.
o
- . . RTED) (D — K(old)
@ FHENXXT—FZAHDLET, sy @
i) (20— E(new) | | @
@ Change passwordz 7 ') v 7 L ¢, #i3 (20— K(retype)
Gt D (@)
Cancel

(Version: 0.14.0)

ICTS, Nagoya University, jp.ac.nagoya_u.chpasswd (
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@D Access: https://nuwnet.icts.nagoya-u.ac.jp/

@ Click ‘Your profile’ and input the necessary information.

L 4% Q02 208 SOL J0L Q0L Q0L Q02 202 S0L Q02 S92 SO QUL Q0L Q0L Q0L 202 4

@ https://nuwnet.icts.nagoya-u.ac.jp/
(277X LTL7Z23 0,

@ HMABEEHRFMEz Vv L, KEEHBICAALET,

2024/3/29

[ A010G07 ]
Login User 1 BT

Lozout

Your profile

Your profile

Profile of guest user

Register guest accounts

Search guest accounts

Announcement from Wifi service

Announcement on maintenance and system fault

[ aotocol ]
04— — 1w 87
Enclish |
| FIAEA— 2
B LE-RE

1@

FAEL Y —1ER
iG] e e e 1T
Qrat1-Y-E%

VAT hiSOHDSE

AT TR - BEWHR
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E. Yearly Information Security Check / £XRigH R F 2 VT4 F v 7

Type the following URL into the address bar.
https://cert.nagoya-u.ac.jp n- 'E-’F:L'JT«'?"I‘J‘?ﬂETT% o

\'ead.y Information Security Check @

Where necessary, click ‘cas’, enter your RN RO SRR < iormason security Cheok or Academic Year 2020
Nagoya University ID and password and login again. — @\/ —~
| - [ i nstructions & FEhtERrra VT Fo v
Click "Yearly information Security Check e @ BRIV TI)
for Academic Year ZOXX“ EWEELERREEF 2 UF s Fo v AO— R TOENTYT. ERTIESE, SREEFL T FI v 0T -

WEI eI LET.

[EEEL] |

Click "Yearly information Security Check" @mmmwcheik@) nra

BHFEHERREEF I VT FIVY

2o [z1=rstwom [ [mm | muEe [ ]

Answer all questions and click Submit. You will be
prompted to click Submit in the confirmation window once

more.
L 0L 208 202 202 S8 202 202 201 202 202 201 JOL 202 S92 JOL 202 202 SO 4

https://cert.nagoya-u.ac.jp # 7 F L ZNN—({C AL £9,

BEOSA 20BN BNE. HLD [cas)] 22U v o L &EHERTFzysi=0
ZEBERFZIDENRRT—RKAZAADLTATZA Y LTLIEI L,

LRl FOEEE R 2020EEFRmETF L UF A FI vy | e rly Information Security Check for Academic Year 2020

[OXXEEEREREF 1 UTFAFrv o] 20U v o LET, e @

EHEIE @) ERERrF U F v

FRmEAtF1IUFs FIVIEEN

FZOXXEFE k'l‘%ziﬁ’lz fV 4 U 7__ A 7/_ T/ 7J %E7 U Vi 7 L, i —a_o EERE G REREF 2 UT s FI v SO RELTOBNTT. RET38E1E, FAREEF1UFFIvoos1h

ILEoUwolLEd.

[tz

2TORMIEELLSRBE Uy I L, BRY 4~ FoA e 4O "
%%@EEB%JL l;) E}Eﬁﬂj% 7 U i 7 L, i —g_o ROBEHENEFREREFIUT F Iy ORGP o N TEET. FREREFIUT F Iy IHN

MERET S8
@F& lESU s sLET FIRTETHNE, DECEMELSED T« — Rty SEREENET). ? é
#ir | FNIDRAT-BREET v

FRERTEFI VT FIw DT
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F. Setting-up the THERS Account/ &7 H ™V >~ b DRE

Using The Tokai Higher Education and Research System (THERS) account you will be able to login in to:

« The TOKAI Academic Combination Tools(TACT)
« The NUPACE Online Course Manager (OCM)

« Campus Portal (NU-Portal)

e Microsoft Teams

BiET7Ho > b (THERS) 2> T, ZADOTRDOT IV F 7+ —LICTI7ERATEXT,
- TOKAI Academic Combination Tools (TACT)

- NUPACE 4> 74 va—Avx—2 v —

- BRER—&I

- Microsoft Teams

€ Your THERS e-mail address is your Nagoya University’s email. Generally, information from Nagoya University is sent
to this email account.
Information from the NUPACE Office will be sent to the email address in your application form.

® ThHTYMIZ, BEEREFNRETHIEERI,EEET, 727L. NUPACEF 7 4 ZH 5 DERKIZ. BEZICHEEH L TWL
HA—=ILT RLRICIERIPEZ £,

2024/3/29 16



F. Setting-up the THERS Account/ #1&7h ™ >~ F DRE

B2 Microsoft | Office =&~ UUAv FILL SRE IPWYE | STEA SN Mo sy 91> ()

HEDBHL. Microsoft 365 Copilot DTBT BAEER >

@D Access: https://www.microsoft365.com/

@ Type your THERS account and password to log-in.

(Not the Nagoya University ID) . 5
® Follow the Instructions to have the THERS account set-up. g;gc(‘iggﬂégggft : . == )
L 202 202 202 202 Q02 Q02 202 Q02 Q02 Q02 Q02 Q02 Q92 Q92 202 Q92 292 92 4 Shescieses

) 1— 23> Microsoft 365 [CH(> Py T$3 >

@  https://www.microsoft365.com/ ICT7 72X L TLIZ& Ly,

Q@ BETFTHIFENSRIT—FRAEFE-TRZSA Y LET
(BEBRKRZFIDTIEH Y FHA)

® FIEICH>THEETHT Y POREZITVET,

2024/3/29 17



Nagoya University Information Security Policy

Carefully read, the Nagoya University's Information Security Policy and submit the pledge online.
BHRELF 2V T 4R —BFHRNREENEZHOUYHETICHA T4 T diIREL TR W,

o

Deadline/#%t1H: Friday, April 19, 4A198 (£)

https://forms.office.com/r/EEULyPx3S3



https://forms.office.com/r/EEULyPx3S3

<|T Help Desk>

If you have any questions or any trouble, please contact the IT Help Desk at:
https://icts.nagoya-u.ac.jp/en/helpdesk.html ELg

BRCIRIENALEC WA LEWESIFITANL T TR IABREWEHLE X0
https://icts.nagoya-u.ac.jp/ja/helpdesk.html
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